INTRODUCTION
1. The DPJL is based around six principles of ‘good information handling’. These principles give people (the
data subjects) specific rights in relation to their personal information and place certain obligations on those
organisations that are responsible for processing it.
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2. The Data Protection Authority (Jersey) Law 2018 (AL) establishes the Data Protection Authority (the Authority
(which will replace the Office of the Information Commissioner). The Information Commissioner (the
Commissioner) is the Chief Executive Officer of the Authority.
3. This is part of a series of guidance to help organisations fully understand their obligations,
as well as to promote good practice.
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This document is purely for guidance and does not constitute legal advice or
legal analysis. It is intended as a starting point only, and organisations may need
to seek independent legal advice when renewing, enhancing or developing their
own processes and procedures or for specific legal issues and/or questions.

INTRODUCTION
The Government of Jersey has requested that organisations assist with its track and trace efforts by collecting
information (personal data) about patrons visiting their premises. While this is not a legal requirement, it can
help to promote the safety of our Island community, in the event that an organisation becomes aware that a
former patron has tested positive for Covid-19. Please note that organisations may be collecting some or all of this
information from patrons already for their own purposes.
The purpose of this checklist is to help you to navigate your legal responsibilities if you collect personal data to
assist the Government of Jersey with its track and trace efforts.
The Data Protection (Jersey) Law 2018 (the Law) imposes responsibilities upon organisations collecting and using
personal data. Personal data is any information relating to a living, identifiable individual.
A fundamental principle of the law is that personal data must be processed lawfully, fairly and in a transparent
manner. This means that your customers should know exactly what information you are collecting as part of the
track and trace scheme and what will happen with that information.
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CHECKLIST
Have you registered with the Jersey Office of the Information Commissioner? This is a requirement under the
Law to allow any organisation to process personal data in the course of their business/charity activities.
Do you have ‘lawful basis’ for collecting personal data? The Law requires that you have a ‘lawful basis’ upon
which to collect and share any additional information you collect to assist with the Government of Jersey’s
track & trace scheme.
•

The lawful bases are set out at Schedule 2 and you need to decide which one you think is appropriate
for the processing you are doing. (If you are already collecting some or all of the information that
the Government of Jersey has requested, it is likely that you are collecting it for a different purpose,
e.g. marketing or booking a table at a restaurant, and the legal bases for the two different types of
processing will be different.)

•

Obtaining the consent of patrons for collecting and using their data is one lawful process that
frequently applies. If you are using consent as your lawful basis:
» Can you show that the consent was freely given by the data subject and genuinely informed
(they understood to what they were consenting)?
» How will you record that the data subject has consented?
» Data subjects have a legal right to withdraw their consent. How will you respond if they
withdraw their consent?
» You cannot deny a patron entry if they refuse to consent to your collecting and using
their information, unless that information is necessary for you to be able to serve them.
Have you ensured that consent is not a condition of entry to your premises?

If you have ticked yes and can justify the above –
How are you keeping the personal data collected for track & trace secure?
•

In what format are you storing it?

•

Who has access to it? (This should be on a need to know basis.)

You are only permitted to collect personal data that is relevant for the purpose you are using it.
This means you should not gather more information than you need in order to use it for a different
purpose (e.g. marketing).
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The Law prohibits you from keeping any personal data for longer than is necessary for the purposes for
which you collected it. The Government guidance provides a limit of 21 days for the purposes of the track
and trace programme, after which you should destroy the information.
•

How long will you keep this data for and can you justify why this period is appropriate?

•

How will you dispose of/delete it? (remember you are obliged to do so securely)

How, when and with whom will you be sharing the information? Do you know what they will be doing with
it? Have you included this in your Privacy Policy? (Please refer to page 7 of this guidance note for more
information regarding a privacy policy.)
Consider putting together an information sheet to provide to clients if they ask why you are collecting their
data. Alternatively, you could develop a mini privacy policy covering collection of track and trace data and/
update your usual privacy notice

MORE INFORMATION
Jersey Office of the Information Commissioner
2nd Floor
5 Castle Street
St Helier
Jersey JE2 3BT
Telephone number: +44 (0) 1534 716530
Email: enquiries@jerseyoic.org
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